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ABSTRACT

Authentication is essential to increase the cloud security
through validating the identity of user. A Fast and Frugal
Random Forest Decision Tree Classifier based Cloud User
Authentication (FFRFDTC-CUA) method is proposed in
this paper for secured cloud service provisioning with higher
data secrecy and decrease time consumption which
comprises of three phases, namely registration phase,
authentication phase and data access phase. FRFDTC-CUA
method authenticates that cloud user is an authorized or
unauthorized by using fast and Frugal Random Forest
Decision Tree Classifier (FFRFDTC). Experimental
evaluation of FFRFDTC-CUA method is carried out on
factors such as validating accurate authentication, error rate,
response time and data secrecy rate with respect to number
of cloud user request and data.

Keywords: Authentication, Fast and Frugal Decision Trees,
Majority Vote, Random Forest, Strong Classifier, User
Requests

1. INTRODUCTION

With the rapid increase of connected objects, 10T has played
a vital place. But, the restriction of objects limits the
development of 10T which become the key barrier for wide
range implementation of objects. Cloud computing is a
method for the analysis and repository of a huge volume of
information. But, the combination of Internet of things and
cloud computing provides guarantee and secrecy confront.
As a result, an authentication mechanism is required.
Lightweight l1oT-based authentication scheme [1] was used
for Internet of things-based framework with cloud host. But,
the authentication accuracy was not enhanced. An Attribute-
based Encryption (ABE) scheme [2] was used for 10T cloud
to govern the data user credentials. Still, the time taken to
respond was not reduced during access control.

A Chinese Remainder Theorem (CRT) was used [3] for
performing data storage process in cloud databank.
However, this scheme was not succeed to reduce the
computational complication over the cloud and loT-based
applications. Lightweight mechanism was employed [4] to
validate users at runtime. But, user authentication accuracy
was lower.

Copyrights @Kalahari Journals

A new light-weight authentication and authorization
architecture for distributed 10T environment with help of
Elliptical Curve Cryptography (ECC) was implemented in
[5]. However, time complexity involved during the
authentication was higher. A design of secure fine-grain
access control system was in [6] for protecting an
outsourced cloud information in 10T environments. But, the
inaccurate authentication of cloud user requests was higher.

A machine Learning-based authentication structure was used
in [7] to authorize user devices with more accuracy and less
overhead. However, higher was not obtained during the
cloud 10T service provisioning process. Another light weight
authentication protocol was developed in [8] to access
private information securely in distributed cloud
environment. But, the access of authorized user ratio of
cloud data was poor.

A secure lightweight mutual authentication was intended in
[91 for 10T smart home environment. However,
authentication performance was not sufficient. For
discovering, authenticating and authorizing smart objects
and thereby managing access of end users in 10T services a
novel method was presented in [10]. But, computational
complexity involved during the secure access of users was
not reduced. FFRFDTC-CUA method is proposed with help
of random forest concepts and fast and frugal decision tree
(FFDT).

2. FAST AND FRUGAL RANDOM FOREST
DECISION TREE CLASSIFIER BASED CLOUD
USER AUTHENTICATION METHOD

Several user authentication techniques are designed in
conventional works to avoid unauthorized access to cloud
information. Still, validation performance of conventional
classification algorithm was not adequate to attain higher
data confidentiality level in cloud. In order to get higher
authentication accuracy through classifying a cloud users , a
Fast and Frugal Random Forest Decision Tree Classifier
based Cloud User Authentication (FFRFDTC-CUA) method
is designed in this work.
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A random forest applied in FFRFDTC-CUA method is an
ensemble learning algorithm where it employs the bagging
technique. By using random forest algorithmic concepts,
FFRFDTC-CUA method constructs many FFDT result for
the subset of the user requests made on cloud server and
unites the output of all the trees. Thus, FFRFDTC-CUA
method decreases overfitting problem in base fast and frugal
decision trees and also reduces the variance and therefore
improves the authentication accuracy of users in cloud
environment with minimal time complexity. The
construction diagram of FFRFDTC-CUA model is presented
in below Figure 1.

The architecture diagram of FFRFDTC-CUA method to get
better user validation action in cloud through classification.
In the above demonstration figure, FFRFDTC-CUA
method contains three key phases namely registration
phase, authentication phase, and data access phase. In the
registration phase, the FFRFDTC-CUA method registers
user’s personal details and consequently gives unique ID
and password to each cloud users.

Cloud Server ))

'JJ

Verifis users ns s uthornzed or
unauthorzed

l

Data Acoess Phase

S|

Number of Users

Ragutiation Phase

‘ [ Gt user1d and Password

}

Authenucaton Phase

Chve requested service to only
authorized voers "

l

“ Atta i seoured oloud LaT servioe provisiomng H

Figure 1} Architecture Diagram of I'TRIDTC CUA method

In the authentication phase, the FFRFDTC-CUA method
verifies the user as authorized or not. During the data access
phase, finally FFRFDTC-CUA method provides the user
desired data services when the person is an authorized. From
that, FFRFDTC-CUA method increases the security level of
cloud loT service provisioning with higher data
confidentiality. The procedure of FFRFDTC-CUA model
are explained in the lower subsections.

2.1 Registration Phase

Initially, users in a cloud register their individual
details to the cloud server. For registration, each user sends
his/her private details to cloud server. Then, cloud server
stores details of users in its database and constructs a user
ID, password. In FFRFDTC-CUA method, password
comprises of the numeric values and special characters. The
registered cloud user only provides the user ID and
password using below,
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CS — (Ujq, PWD) (1)

From equation (1), ‘CS’ is a cloud server where ‘U;;’ points
out user ID and ‘PWD’ is a password. For each registered
users, the cloud server produces a unique user ID, password
and to securely accessing data from cloud. The generated
user ID ‘U;;’, password ‘PWD’ is stored in cloud server
database for authentication purpose.

2.2. Authentication Phase

In FFRFDTC, final strong classifier result is obtained by
training each base classifier (i.e. FFDT) on a training set
sampled with replacement from the original training set. The
FFRFDTC aggregates the individual FFDT predictions
results to combine into a final prediction based on a majority
votes and thereby design strong classifier for user
authentication in cloud.
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Figure 2 Authentication process using FFRFDT(

The authentication process using FFRFDTC is depicted in
above Figure 2 . As demonstrated in the above figure,
FFRFDTC initially obtains ‘N’ number of fast and frugal
decision trees results for all user requests. In FFRFDTC,
FFDT is a type of classification decision tree with
sequentially ordered nodes. Here, every node includes two
branches and one branch is an exit point. The final node in
FFDT contains a two exit points to ensure that a decision is
always made. The simplicity and transparency of FFDT
make them useful where decision rules need to be quickly
understood, implemented, communicated, or taught to
decision makers. From that, FFDT carry out user
authentication process through classifying an each user who
gives request to the cloud server as authentic or not. Thus,
FFDT classification result for each user request is
mathematically obtained using below,

FT(y;) =

{If ((Uig = U™ && (PWD = PWD?®)), then user is authentic
user is unauthentic

otherwise,

@)

From equation (2), ‘Uz’ and ‘PWD’ represents the user
entered ID and passwords whereas ‘U;;*’, ‘PW D™’ indicates
the user ID and passwords that are stored in cloud server
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database. Whenever user ID and passwords is valid, then
FFDT classifies the user as an authentic person. Otherwise,
FFDT classifies the user as an unauthentic person in cloud.
The classification performance of FFDT was lower to attain
higher authentication accuracy. Hence, a random forest
concept is applied in FFRFDTC-CUA method.
In FFRFDTC, Random forest is a supervised learning
algorithm. By using the random forest algorithm, FFRFDTC
generates ‘N’ number of fast and frugal decision trees
results for each user request given to the cloud server using
below,
FT(y) = FTy(y) + FT(yd)+, ... +FTy(v)  (3)

Consequently, FFRFDTC apply vote ‘$;” for all
‘N’ fast and frugal decision trees results ‘FT(y;)’ of each
user request using below,

$i - il FT () (4)

Followed by, FFRFDTC finds majority votes of
‘N’ fast and frugal decision trees results for each cloud user
request is discovered in order to design a strong classifier.
Accordingly, strong classifier result for accurate user
authentication in cloud environment is acquired using
below,

a, = arg max$(FT () (5)

From (5), ‘a,,’ represents the strong classifier result
obtained for cloud user request ‘y;’. Here, ‘arg m}exﬂs’

helps for FFRFDTC to determine the majority votes of ‘N’
fast and frugal decision trees results. By using designed
strong classifier, FFRFDTC exactly classifies each request
sent by users in cloud environment as authorized or
unauthorized with lower amount of time.

2.3 Data Access Phase

After completing the authentication process, data access
phase is used in FFRFDTC-CUA method for providing the
required services to users. The FFRFDTC-CUA method
gives the needed cloud data services when the person is
authorized in cloud environment.
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Figure 3 Flow Process in Data Access Phase
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As presented in the above figure 3, FFRFDTC-
CUA method does not allow the users to get the cloud
services whenever user is an unauthorized. As a result,
FFRFDTC-CUA method increases the authentication
accuracy of user in cloud with a lower time. From that,
FFRFDTC-CUA method get enhanced security level for
cloud 10T services with minimal response time.

3. EXPERIMENTAL SETUP

For measuring the performance of proposed FFRFDTC-
CUA and conventional two works [1] and [2], both methods
are implememted in Java Launguage with CloudSim
simulator by considering Amazon EC2 Dataset as input. To
carry out an experimental evaluation, different numbers of
cloud data and user requests from Amazon EC2 Dataset are
taken. The experimental performance of FFRFDTC-CUA
method is estimated in terms of authentication accuracy,
error rate, response time and data confidential rate. The
perfomance of FFRFDTC-CUA method is compared with
two conventional methods namely Lightweight l1oT-based
authentication scheme and Attribute-based Encryption
(ABE) scheme . The experimental evaluation of both
proposed and existing methods are conducted for many
instances with respect to varied number of cloud data and
user requests and averagely ten results are depicted in below
table and graph.

4. PERFORMANCE RESULT

In this section, the experimental perfomance result of
FFRFDTC-CUA method is presented. The experimental
result of FFRFDTC-CUA method is compared with
Lightweight 10T-based authentication scheme and Attribute-
based Encryption (ABE) scheme respectively using below
parameters with the assist of tables and graphs.

4.1 Case 1: Authentication Accuracy

In  FFRFDTC-CUA method, Authentication
Accuracy ‘(AA)’ estimates the ratio of number of user
requests correctly verified as authorized or unauthorized to
the total number of users requests. The authentication
accuracy is determined as below,

AA = MnLA * 100 (6)

From equation (6), ‘M,’ shows the number of user
requests exactly authenticated whereas ‘n’ refers to the total
number of user requests. The authentication accuracy is
calculated in terms of percentages (%). The experimental
measure of authentication accuracy along with varied

number of user requests using three methods is shown in
below Table 1.

Table 1 Tabulation for Authentication Accuracy

Number Authentication Accuracy (%)
of user | FFRFDTC- | Lightweight ABE
requests CUA loT-based scheme
(n) method authentication
scheme
25 92 80 76
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50 94 82 74
75 96 83 72
100 95 83 75
125 97 84 73
150 96 81 75
175 98 85 79
200 94 83 78
225 97 88 80
250 98 89 82

Let us consider a 25 to 250 user requests from an input
dataset with same experimental setup for implementing both
the proposed FFRFDTC-CUA method and conventional
Lightweight loT-based authentication scheme [1] and
Attribute-based Encryption (ABE) scheme [2]. The
performance result of authentication accuracy in cloud using
proposed FFRFDTC-CUA method is very higher while
increasing the number of input user requests. Thus, it is
considerable that the proposed FFRFDTC-CUA method
achieves enhanced user authentication accuracy.
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Depends on the above acquired tabulation result of
authentication accuracy, the graph is designed above in
Figure 4. Figure 4 depicts performance result of
authentication accuracy result based on diverse number of
user requests in the range of 25-250 using three methods
namely proposed FFRFDTC-CUA method and state-of-the-
art Lightweight loT-based authentication scheme and
Attribute-based Encryption (ABE) scheme. As demonstrated
in the above graphical figure, proposed FFRFDTC-CUA
method attains enhanced authentication accuracy when
compared to existing Lightweight l10T-based authentication
scheme and Attribute-based Encryption (ABE) scheme .
Thus, FFRFDTC-CUA method enhances the ratio of number
of user requests precisely verified as authorized or
unauthorized as compared to other two existing works. As a
result, proposed FFRFDTC-CUA method improves the
authentication accuracy of cloud 10T service provisioning by
14 % and 25 % when compared to Lightweight loT-based
authentication scheme and Attribute-based Encryption
(ABE) scheme respectively.

4.2 Case 2: Error Rate
In FFRFDTC-CUA method, Error Rate ‘(ER)’ determines
the ratio of number of cloud user requests erroneously

verified as authorized or unauthorized to the total number of
cloud user requests. The error rate is measured using below,

ER = Z¥4 4 100 ©)
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From equation (7), ‘My,,’ denotes the number of
cloud user requests wrongly authenticated whereas ‘n’
denotes to the total number of cloud user requests designed
for experimental process. The error rate is computed in
terms of percentages (%). The statistical result analysis of
error rate is obtained during the user authentication process
with respect to diverse number of user requests using three
methods is depicted in below Table 2.

Table 2 Tabulation for Error Rate

Number of Error Rate (%)

user FFRFD | Lightweight | ABE
requests (n) | TC-CUA loT-based schem

method | authenticatio e
n scheme

25 8 20 24
50 6 18 26
75 4 17 28
100 5 17 25
125 3 16 27
150 4 19 25
175 2 15 21
200 6 17 22
225 3 12 20
250 2 11 18

In order to determine the performance of both the proposed
FFRFDTC-CUA method and traditional Lightweight IoT-
based authentication scheme and Attribute-based Encryption
(ABE) scheme, different number of user requests in the
range of 25 to 250 from an input dataset with similar
experimental setting is considered. The error rate involved
during the authentication process in cloud environment
using proposed FFRFDTC-CUA method is very lower with
increasing number of input user requests. Accordingly, it is
clear that the proposed FFRFDTC-CUA method gets
minimal error rate to effectively verify each user who access
the data services from cloud when compared to other
existing works. By using the above determine experimental
result of error rate, the graph is intended in below Figure 5.
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Figure 5 shows comparative result of error rate according to
varied number of user requests in the range of 25-250 using
three methods namely proposed FFRFDTC-CUA method
and state-of-the-art Lightweight loT-based authentication
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scheme and Attribute-based Encryption (ABE) scheme. As
depicted in the above graphical design, proposed
FFRFDTC-CUA method achieves lower error rate in order
to accurately authenticate cloud users . Hence, proposed
FFRFDTC-CUA method decreases the ratio of number of
user requests incorrectly authenticated as authorized or
unauthorized . Therefore, proposed FFRFDTC-CUA method
reduces the error rate of cloud user authentication accuracy
by 74 % and 82 % when compared to Lightweight 10T-
based authentication scheme [1] and Attribute-based
Encryption (ABE) scheme [2] respectively.

4.3 Case 3: Response Time

In FFRFDTC-CUA method, Response Time (RT)
estimates the amount of time employed to give the required
data services to cloud users from the cloud server. The
response time is mathematically acquired using below,

(8)

From equation (8), the response time taken for
securing cloud 10T services is evaluated. Here, ‘n’ denotes
the total number of cloud wuser requests whereas
‘Time(RSUR)’ indicates the time utilized for responding
single user request data services. The response time is
measured in terms of milliseconds (ms). The performance
evaluation of response time is determined during the secured
cloud service provisioning process based on varied number
of user requests using three methods are described in below
Table 3.

RT =n +Time(RSUR)

Table 3 Tabulation for Response Time

Number Response Time (ms)
of user | FFRFDTC- | Lightweight | ABE
requests CUA loT-based scheme
(n) method | authentication
scheme

25 27 35 38

50 31 37 42

75 34 41 46
100 36 44 50
125 40 47 52
150 43 50 55
175 45 54 58
200 49 57 62
225 52 60 65
250 54 63 69

To measure the response time involved during the processes
of secure cloud loT service rendering, the proposed
FFRFDTC-CUA method and Lightweight loT-based
authentication scheme and Attribute-based Encryption
(ABE) scheme are implemented in Java language with
similar experimental conditions. The response time in cloud
using proposed FFRFDTC-CUA method is very minimal
with increasing the number of input user requests.
According to the above estimated experimental result, the
graph is drawn in below Figure 6.

As represented in the above graphical depiction, proposed
FFRFDTC-CUA method attains mininal response time to
securely provide requested data services in cloud
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environment when compared to existing Lightweight 10T-
based authentication scheme and Attribute-based
Encryption (ABE) scheme .
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This is due to application of Fast and Frugal Random Forest
Decision Tree Classifier in proposed FFRFDTC-CUA
method on the contrary to conventional works. For this
reason, proposed FFRFDTC-CUA method minimizes the
amount of time utilized to provide the demanded data
services to cloud users from the cloud server when
compared to other two state-of-the-art works.Consequently,
proposed FFRFDTC-CUA method decreases the response
time of secure cloud 0T service provisioning by 16 % and
24 % when compared to Lightweight loT-based
authentication scheme and Attribute-based Encryption
(ABE) scheme respectively.

4.4 Case 4: Data Confidential Rate

In FFRFDTC-CUA method, Data Confidential Rate ‘(DCR)’

calculates ratio of the number of cloud data that are accessed

only by authorized users to the total number of cloud data.

The data confidential rate is mathematically determined as,
DCR = Z€448 4 100 9)

From equation (9), ‘M.,4y° denotes the number of
cloud data correctly obtained only by authorized users and
‘m’ denotes the total number of cloud data. The data
confidential rate is determined in terms of percentages (%).
The comparative measurement of data confidential rate in

cloud environment according to diverse number of cloud
data using three methods are portrayed in below Table 4.

Table 4 Tabulation for Data Confidential Rate

Number Data Confidential Rate (%6)

of cloud | FFRFDTC- | Lightweight ABE
data (m) CUA loT-based scheme

method authentication
scheme

20 90 80 75

40 93 85 80

60 92 87 83

80 94 88 85
100 95 82 80
120 93 83 79
140 94 85 82
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160 96 88 85
180 95 88 86
200 97 90 88

With aim of evaluating the experimental result of data
confidentiality rate in cloud, the proposed FFRFDTC-CUA
method and existing Lightweight loT-based authentication
scheme [1] and Attribute-based Encryption (ABE) scheme
[2] are implemented using same experimental situations by
considering diverse number of cloud data. The performance
of data confidentiality rate using proposed FFRFDTC-CUA
method is higher while taking an increasing number of user
requests as input. As a result, it is descriptive that the
proposed FFRFDTC-CUA method acquires improved data
confidentiality rate in cloud when compared to other
conventional works. With the help of above obtained
experimental result, the graph is plotted in below Figure 7.
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Figure 7 explains statistical performance result measure of
data confidentiality rate along with various number of cloud
data in the range of 20-200 using three methods namely
proposed FFRFDTC-CUA method and traditional
Lightweight loT-based authentication scheme [1] and
Attribute-based Encryption (ABE) scheme [2]. As shown in
the above graphical representation, proposed FFRFDTC-
CUA method gets higher data confidentiality rate in cloud
environment when compared to state-of-the-art Lightweight
loT-based authentication scheme [1] and Attribute-based
Encryption (ABE) scheme [2]. This is because of Fast and
Frugal Random Forest Decision Tree Classifier in proposed
FFRFDTC-CUA method opposite to existing works [1]
and [2]. Accordingly, proposed FFRFDTC-CUA method
enhances proposition of the number of cloud data that are
acquired only by authorized users when compared to other
traditional works [1] and [2]. Thus, proposed FFRFDTC-
CUA method increases the data confidentiality rate of cloud
IoT services by 10 % and 14 % when compared to
Lightweight loT-based authentication scheme [1] and
Attribute-based Encryption (ABE) scheme [2] respectively.

5. LITERATURE SURVEY

Anonymous Authentication method was implemented in
[11] for improving performance of secure cloud computing
services. But, authentication accuracy was not at required
level. Data Access Control system was designed in [12] to
get higher security for data access in the cloud with minimal
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computation overheads. However, time utilized for accurate
user authentication was more.

A dynamic access control system was performed in [13] to
get better privacy level in a cloud environment. Though,
confidential level of data was lower. A Secure Data Sharing
in Clouds (SeDaSC) method was designed in [14] with the
objective of obtaining the cloud data confidentiality. But, the
time required to secure the cloud data was higher

6. CONCLUSION

The FFRFDTC-CUA method is proposed with the objective
of attaining improved security performance for cloud IoT
services through user authentication. The goal of
FFRFDTC-CUA method is obtained with help of Fast and
Frugal Random Forest Decision Tree Classifier. The
FFRFDTC-CUA method enhances classification accuracy of
user authentication in cloud environment with minimal
amount of time. The proposed FFRFDTC-CUA method
increases the ratio of number of user requests perfectly
verified as authorized or unauthorized as compared to other
conventional works. In addition, proposed ADQBC-RHCDS
Model lessens the amount of time taken to respond the
required services to cloud users from the cloud server when
compared to other traditional works.
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