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Abstract: As the need for technology grows, so do the risks associated with it, such as confidentiality, data
loss, and other issues in the realm of communication. Due to its dynamic nature, the majority of the
community now uses digital communication to transport data from one end to the other via wireless media
rather than wired media. Ad hoc network is a type of wireless network that does not require any transmission
infrastructure. A crossbreed protocol is presented in this work called optimized Intrusion Detection System, as
hybrid optimization algorithms are favoured over other approaches currently. The efficacy of the current
Cuckoo Search and Firefly Optimization Algorithm on the fundamental AODV protocol is combined with the
advantages of the Intrusion Detection System is suggested in this protocol. The proposed protocol is simulated
using an NS-2 simulator with two different simulation scenarios. PDR, Throughput, PLR, Overhead and End
to End Delay characteristics are used as performance measurements for the proposed protocol. The proposed
protocol finds the best selected nodes for communication and prepare separate list for the doubted nodes
which further analyzed for attacker or non-attacker nodes. This will help to identify the best path with high
energy and other capabilities for the efficient transmission of data. The performance of this proposed protocol
is analyzed by varying number of attacker nodes and threshold values. For simulation, the scenario includes
minimum 2 and maximum 10 attackers between the 50 nodes with CBR traffic and 20m/s speed. The assessed
findings demonstrate the suggested protocol's superior performance over other existing protocols, revealing its
potential.

Keywords: Hybrid Attacks, Blackhole, Crossbreed, Cuckoo Search, DDoS, Firefly Algorithm, NS-2
simulator

Introduction

With the advent of technology, most of the services become online provided by various service providers.
These services' main components are network architecture that plays a vital role in transmitting data and
services. Adhoc is one of them where it offers services in agriculture, military, education, and many more.
Nowadays, all the facilities to provide these services are available in the market, and these devices are well
suited for such areas to provide services to the users. Mobility, Adaptability, Computation, and Battery power
are features of these devices to build an Adhoc network. All these features are for a limited period, so there
are some restrictions in using the devices [26]. The main problem arose when it lost its battery power because
the maximum features are dependent on this. All becomes unavailable in the absence of battery power and
results in poor performance. The researchers developed a significant number of techniques to increase the
performance parameters based on numerous factors. But nowadays, forged attacks have become a prominent
reason for the poor performance of the network. In MANET, it was found that several attacks compromised
the security of data and other vital parameters. Forged nodes were performing their attempts to be successful
so that vulnerabilities can find out in the system, and accordingly the attack can also be imposed on the
network.
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MANET Attacks are categorized into two types: (a) Active Attacks and (b) Passive Attacks. In the inactive
attack, attackers can access the data or node and modify or drop it, whereas passive attacks contain silent
attackers that listen to the traffic or nodes. Blackhole and DDoS [27] attacks are under the active attacks
category, and their combination is considered in this paper. The paper's following sections delineate some of
the existing approaches to deal with the blackhole, DDos, and hybrid Attacks. The proposed protocol is also
described in the coming section and the implementation and analysis of it.

Literature Survey

This section deals with the work done by various researchers on forged networks. It also discusses the
optimization techniques used in Mobile Adhoc Network to provide security and route optimization.

Hybrid approaches are nowadays popular among the other methods in almost every field. It also provides
some benefits in the area of MANETS to cater to security against various attacks. Like, Justin et al. [1]
proposed an SVM-based Hybrid Intrusion Detection System to detect DoS attacks in MANETS. This proposed
approach reduces the training time and includes signature and anomaly-based methods to detect malicious
nodes. They calculated the results only for the detection of forged nodes and achieved 100% for the same. The
other hybrid approach was proposed by Funde and Chourasia [2] to detect hybrid attacks in MANETS. Here,
hybrid attacks mean the combination of more than one attack. They also used SVM and the dendritic cell
algorithm to detect normal and abnormal traffic. They also achieved 100% accuracy for the detection of
attackers or anomalous traffic data.

Furthermore, anomaly-based IDS was proposed by Kaur and Singh [8] to detect and prevent the network from
DDosS attacks. They simulate the proposed approach using a network scenario with 30 nodes in an 800 x 800
area. The performance was analyzed based on different performance metrics and hence conclude that the
proposed approach works as a defensive approach in the presence of DDoS attackers. The other method to
deal with DDoS attacks was proposed by Gautam et al. [9]. They implemented AODV, SAODV, and HWMP
protocol using an NS-2 simulator and evaluated the performance by conducting the ANOVA test. They
considered the MANETS scenario for the healthcare system and perceived the need for the security approach.
From the performance analysis, they elect the best protocol, which is less vulnerable to DDoS attacks.

Moreover, Optimization-based approaches also play a vital role in mitigating the attacks and provides
security. Keerthika and Malarvizhi [3] proposed a trust-based Bee optimization algorithm with 2-Opt AODV.
This hybrid approach usedthe artificial bee colony algorithm and improved it using the 2-Opt process to
evaluate the local search by combining global optimization effectively. The results of the proposed approach
justify its effectiveness against the Blackhole attack. For mobile Adhoc networks in 10T, Gowrishankar et al.
[11] proposed a trust-based protocol. In this, the sensor nodes have direct, indirect, and mutual trust between
them, and they calculate the combined trust values based on a probability distribution on the individual trust
values. The results demonstrate the efficiency of the proposed protocol. Pathan et al. [12] proposed another
trust-based approach in which the best and reliable path was selected to ensure secure communication.

Cryptography is another approach to secure the data and information from malicious users, and it can be more
beneficial for passive attacks. Naveena and Reddy [4] proposed a hybrid security model, where they used
anonymity, one-way trapdoor protocol, hash functions, and elliptic curve cryptographic approach to mollify
the attacks. They presented this hybrid model to provide security for different layers. They simulate the
proposed model using an NS-2 simulator and prove the performance efficacy invarious parameters. The other
cryptography-based security approach was proposed by Hossain et al. [7]. In this, they used an SHA-3 and
Diffie Hellman algorithm to select appropriate routes. They implemented the proposed approach on both
AODV and AOMDYV protocols using an NS-2 simulator. The proposed approach's performance is evaluated
based on different parameters, concluding the proposed solution's potency.

The Timer-based Baited technique was proposed by Yasin and Zant [10] for the detection and evacuation of
the Blackhole attack. This proposed approach worked in two phases: Baiting and Non-neighbour response,
and based on that, they detect the blackhole nodes and add them to the blacklist. The proposed approach
results were calculated both with a single blackhole node and cooperative blackhole nodes and figured out that
the proposed approach's performance was improved. Optimization plays an inevitable role in various fields,
and communication optimization is one of them. It selects the optimized and best route while data is traveling
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from source to destination. Nowadays, optimization is also opted in the field of the network to provide
security. Mukhedkar and Kolekar [13] proposed an optimization-based approach and combined it with the
Encrypted trust-based system to protect the Mobile Adhoc Network. The glowworm swarm optimization
(GSO) algorithm was used to detect the attackers and achieve the 99% detection rate. The other Cuckoo
search and M-tree-based approach were proposed by Babu and Ussenaiah [14] to enhance the Adhoc
network's performance. The other heuristic and metaheuristic approaches based on an optimization algorithm
were developed by several researchers [15-25],[29-31] that optimize the network's performance and provide a
secure communication environment.

Hybrid attacks deteriorate the mobile Adhoc network's performance; its detection and prevention must
maintain the network's performance. Joshi and Mishra [28] dealt with the rushing and data modification attack
simultaneously and proposed a detection algorithm for this. They proposed a trust-based approach and tested
performance based on different measures. The other hybrid attack scenario was proposed by Tahboush and
Agoyi [32] and analyses its effect with and without detection algorithm.

Optimized Intrusion Detection System

Optimized Intrusion Detection System, is a network defence system that helps to defend the network from
different attacks. As illustrated in the diagram 1, this shield protects every node in the network from the
attacker and acts as a guard. The attacker may or may not be a network member, but it will always try to harm
the network by causing data loss or connection failure. As a result, it is a network need that intruders be
avoided in some way. For this, a suggested shield employs an intrusion detection system, as well as an
optimization method for effective route selection that, depending on various factors, provides direct or indirect
protection from attacker nodes. This technique is called meld optimization since it combines two separate
algorithms, Firefly Algorithm (FFA) and Cuckoo Optimization Algorithm (COA), to build a perfect path in
Mobile Adhoc Networks (MANETS) while transmitting data from one node to another.

The AODV protocol is the basic protocol used to implement this method, which sends a request packet to
locate a route for data transfer and pick the optimal option among alternatives. The goal of this algorithm isn't
only to discover the optimal way; it's also to find the best route that protects the data from attackers while still
delivering it effectively. This method works from beginning to end for more reliable results, and it records the
elements in order to handle many sorts of attackers at once. These elements are computed before transmission
depending on a set of criteria.

Figure. 1: Optimized Intrusion Detection System on Network
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Some of the general parameters that are considered into account for this study are, Packet Drop Count
(M), Packet Forward Count (), Energy (E), Packet Receiving Time (T) & Packet Sending Time (F) for
different packets, and Accumulate Delay (D). These parameters are computed and saved in distinct tables for
each node that will participate in the communication process.

Mathematical Formulations

A network of ‘n' nodes communicates with one another and transfers data from one end to the other. In the
form of bits, data travels across the network by taking multiple routes, such as ‘k' pathways. Because this is an
example of an adhoc network, the network's nodes act as forwarders and transport data. As a result, whenever
a node sends or receives packets, the following parameters are computed.

To begin, the Packet Travelling Time (P) is computed, which is defined as the time it took a packet to travgl
from source to destination and is calculated using the following formula based on Packet Receiving Time (T)
and Packet Sending Time (F).

P=T-—fP=T-F=T-Ta=T— 7F...... (1)

Then, using the following equation, Packet Roaming Time (@)@ is computed for both the request and reply
packets:

El = EIRREQ = EIRREP = 1 H%EI = EIRR.EQ = EIRREP = 11 x%(ll)
Here, n denotes the number of nodes through which the packet traveled, yy is the transmission range, and §&
is the network propagation speed.
Delay (@) is a key element that determines the performance of a network protocol, and it is computed as
follows:
¢ =P — (Ozpeg + Orrer )@ = P — (Opreg + Orrer)® = @ — (Drgeg + DOgaep)----(ii)
To offer QoS, Accumulated Delay (D) is computed and employed in the path selection process. This factor is
derived as a function of the Delay factor.
D)= Di-D+e@DW)=Di-D+e@a() = B(i—1) + @(i)......(V)
Where i=1,2.3,...... n and, D(1) =0D(1) =0&(1) =0
Another component, Energy (E), has a significant influence on performance and is measured at both the
transmitting and receiving nodes.
The Energy at Transmitter side:
Er(b,Dd) = Ep(b) + Eg (B, D)E;(B,D) = Ep(b) + Ex(B,D)....... v)
The number of bits is b, while the distance between the nodes is b. The following formula is used to

compute E; E., Where is the energy wasted per bit to transmit a packet E.E,, and EE., is the energy
dissipated per bit to receive a packet.

Eg(b,D) = Ez (b)Eg(b,D) = Ex(b)....(vV)

All of the above variables are computed and utilised to carry out various operations.

Data Structure

Some of the additional data structures are required to store the computed information during the packets'
transmission. So, some new data structures, like Node Table and Bin,are added to this protocol. Also, few
additions are there in the existing routing table. The description of each data structure is given in this section.
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@) Node Table (NT): this new data structure stores the additional parameters calculated at the source
node that includes Packet Receiving Time (T) & Packet Sending Time (F). It also stores its neighbor node

information.

Node_ID T T E A M
Neighbour_Node_ID(1) E A w
Neighbour_Node_ID(2) E A u
Neighbour_Node_ID(n) E A w @

Figure 2: Node Table

(b) Bin: It is also a new data structure that is added to maintain the dumped node list. Whenever an attacker
node identifies as an attacker, it will be added to this list and avoided in any future transmissions.

(c) Routing Table: This table maintains the route information like in the AODV protocol, but the new
additional parameters are added to it, as shown in the figure below.

S_ID Route_Info Hop Count | D Path Energy
(PE = LE(1)
(PE = LE(1)

Figure 3: Routing Table (Additional Details)

Pseudo Code

The proposed system combines a hybrid optimization algorithm and an Intrusion Detection system to select
the best data transmission path. Here best means the path which doesn’t affect by the attackers of any type. It
means it provides a protective environment for the communication between the nodes. The pseudo-code of

this new proposed protocol is given in the following figure:
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Algorithm: Cptimized Intrusion Detection System

Ohjective function: fik), k=kika.. .. .. ... .h¢«

Input: n’ number of nodes, Request or Data Packet

Cutput: Best Solution

Begin

Generate a network of %" nodes and place the nest on each node

Select a nest randomiy, say m,
Generate initial population of fireflies and send firefly
I fnode Entermediate Node)
Compute i, B, Tand ¥
Store in Mode Table
Define Absorption cogfficient Th{Dy)
elseif fnode € Destination Node)
Calculate 00, and Busing equation (i), (i) and (i) respectively
End of if’
End of if’
while {t < Max Generations)
Jori=1tonfireflics
forj=1toi
Evaluate Cuality/Fitness -1
(D> Th (D)
(R () < Ef) and (i (1) < i)
Fut into Bin and Labelled as Worst Mest
elye
move firefly j towards | (Add in List[])

End ofif
Add in List[]
Evaluate new solufion
End of if’
End af for
Erd of for

Keep the best nests
Ranlk the nests

Evaluate Current Fitness
Find the current best
Fnd of while

Figure. 4: Proposed Protocol Algorithm

The next section of this paper defines this proposed system under the hybrid attack environment.

Proposed Work

This proposed work's primary focus is to provide a secure environment for communication in MANETSs under
different attack scenarios. For this work, the performance is measured in the presence of two separate attacks
simultaneously. The attacks are Blackhole and DDoS attacks.

Hybrid Attack Scenario- Example

Hybrid attacks are when several attacks are launched simultaneously on the same network for the same
transmission. As indicated in the diagram 5, blackhole and DDoS attacks are used. Figure 5 illustrates that
there are a total of 5 attackers in the provided network environment, two of which are blackholes and three of
which are DoS attacker nodes. DoS attackers continuously target the destination node to prevent the
destination node from receiving any sort of data, whereas blackhole attacks causes dreadful situation in the
network and hence discard packets received from the source or any intermediary nodes.

In this case, Source 'S' wishes to interact with Destination Node 'D' and transmit packets to the routes that
have been chosen. If it sends its packet through route-1, where the blackhole node is simply a neighbour node,
all packets are lost, as illustrated in the diagram below. In the same way, if packets follow route-2, the second
blackhole node will discard all of them. DoS attacker nodes, on the other hand, bombard the target node with
numerous packets in order to keep it occupied. As a result, even if route-3 is used for transmission, it will be
ineffective. Because packets will not be received by the destination node, the connection will be dropped once
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more. As a result, packets will not be received by the destination node in all three circumstances, and all data
supplied by the source node will be lost.

@ o R-oute 1
m

Route 2 =&

] \

OF

Route 3
|

O Network Node

O Attacker Node
. Blackhole Node

B Data Packet

[0 Attacker Packet

Figure 5: Example of hybrid Attack [3])

As a result, this work suggested a strategy to minimise hybrid attacks and protect networks against the
circumstances described above, in which various types of attackers assault the network simultaneously with
multiple attacker nodes.

The primary purpose of this work is to provide a secure environment for data transmission, even in the
presence of more than one attack. For this, an Optimization-based protocol is proposed with IDS features.
This proposed work, divided into four phases: (a) Initialization Phase, (b) Departure Phase, (c) Returning
Phase, and (d) Acceptance Phase.

The above phases are called whenever a node wants to communicate with the other node until the data
transmission will be completed.

Simulation Results and Analysis

The proposed protocol is implemented using the NS-2 simulator to verify its performance based on different
factors. In this proposed approach, a threshold value is used for fitness evaluation, as mentioned in the
previous sections. So, firstly, the proposed work's performance is evaluated based on different threshold
values, and then the value with the best results is used for other analyses. In the other scenario, the
performance is analyzed based on several connections. It means the performance analysis is done by
increasing the network rate in the network, which is a crucial factor that affects the network. In both scenarios,
two blackhole attackers and three DDoS attacker nodes are implemented to disturb the network. In total, 5
attackers are present in the network to scrutinize the effectiveness of the proposed protocol.

Scenario-1: Absorption Coefficient (Th(D))

In this scenario, simulation is run with different delay thresholds to identify the best-fitted threshold value
used to determine the best results. Delay is an essential factor that affects network performance. Here, delay
threshold values, which are also represented as an Absorption coefficient Th(D) in proposed protocol, are
varied. Results are evaluated along with the simulation parameters as defined in table 1.
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Table 1: Simulation Setup (Scenario-1)

Simulation Parameter Value
No. of Nodes 50
Area 1500x1500
traffic CBR
Simulation Time 200 sec
No. of Connections 10
Traffic Rate 4packets/s
Speed 20m/s
Packet Size 1024
Total Attackers 5
Th(D) 0.001, 0.003, 0.005, 0.007

To analyze the results, different performance parameters are used: Packet Delivery Ratio (PDR), Throughput,
Packet Loss Ratio (PLR), and Delay. Here Delay is the transmission delay, which is calculated for the whole
scenario like other parameters. Table 1 shows the performance analyzed after the simulation using the above
simulation parameters.

Table 2: Proposed Approach Performance (based on different Th(D))

Thy(D)=0.001 | Thy(D)=0.003 | Ths(D)=0.005 | Tha(D)=0.007
PDR (in %) 79.63 87.12 82.71 77.06
Throughput (in kbps) 94.27 121.98 101.84 91.36
PLR (in %) 20.37 12.88 17.29 22.94
Delay (in sec) 0.085 0.081 0.083 0.089

The above results show that the proposed protocol's performance with Thy(D)is the best from other values in
all the defined measures. This may be because of the following reasons:

(a) Thu(D)is a relatively lower value that is impossible to achieve for every path (group of nodes) because of
attackers' presence and the nodes' dynamic behavior.

(b) Attackers are always trying to cause different performance issues. With the higher threshold value like
Th3(D) and Th4(D), it might be possible that intruders become part of communication cause some delay.
So, asa result, performance gets reduced. Secondly, the higher accepted delay may select the unfitted
path, which does not provide the desired results.

The above defines factors that might affect the performance and becomes the reason for poor performance
with the lower and higher threshold values. In contrast, the best performance is achieved with the threshold
value of Thy(D),i.e.,0.003 sec, so, for other analyses, this value will be considered. The results for each factor
are also shown in the figure below.
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Figure. 6: Performance Measures (Proposed Approach)

The above results show that the performance of the proposed protocol is varied with the threshold change. In
PDR, the results of Th(D) value of 0.003 sec is 8.5%, 5%, and 11% better than the Thi(D), Ths(D),
Thy(D)values, respectively. Similarly, for throughput, the improvement percentage is 22.7% from Thy(D),
16.5% from Ths(D), and 25% from Th4(D), which is quite impressive for Thy(D). PLR is also significantly
less in the case of Thy(D), and if compared with the other threshold values, it is 36.7%, 25.5%, and 43.8%
better than the Thy(d), Ths(D), Tha(D) respectively. Finally, the minor transmission delay is again achieved by
the Thy(D). The improvement is not much in percent and is 4.7%, 2.4%, and 8.9% respectively, but still, it is
the best performance. So, the proposed protocol's performance with Thy(D) value becomes the reason for
selecting this value in further analysis.

Scenario-2: Varying Number of Attacker Nodes: In this, a network of 50 nodes is created over a 1500 x
1500 square metre space. The performance of the protocols Cu-IDS and FF-IDS is compared to that of the
proposed Approach, and the impact of Single (blackhole and DDoS attacks) and Hybrid attacks is
investigated. Table 3 lists the remaining simulation settings.

Table 3: Simulation Parameters (Scenario 2)

Simulation Parameter Value
No. of Nodes 50
Area 1500 x 1500
traffic CBR
Simulation Time 500s
No. of Connections 20
Traffic Rate 4 packets/s
Speed 20m/s
Packet Size 1024
No. of Attacker Nodes 2,4,6,8,10
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The parameters given in Table 3 are used in simulation to test the proposed protocol’s performance. Both
blackhole and DDoS attacker nodes are merged in different ratios of nodes in the hybrid attack scenario, as
shown in table 4.

Table 4: Attacker Node Ratio

Tgﬁﬂt“t';c”;;’f " | Blackhole | DDoS Attacker
Attacker Nodes Nodes
Nodes
2 1 1
4 2 2
6 3 3

Below is an analysis of the performance in detail.

2 4 6 8 10

Number of Attacker Nodes

100
90
80
70
60
50
40
30
20
10

0

m Cu-IDS
u FF-IDS

= Proposed Protocol

PDR (in %)

Figure 7: Packet Delivery Ratio (in presence of Hybrid Attack)-Scenario 2

According to the findings, the PDR for each protocol decreases with the increase in the number of attacker
nodes. Despite this, the suggested method beats both Cu-IDS and FF-IDS on a constant basis. The proposed
protocol has an average performance of 85.57 %, which is 8.7% better than FF-IDS and 11.9 % better than
Cu-IDS.
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w 0.03 = Proposed Protocol
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0
2 4 6 8 10

Number of Attacker Nodes

Figure 8: End to End Delay (in presence of Hybrid Attack)-Scenario 2

The proposed technique improves End to End Delay performance by 15.5% for FF-IDS and 11.2% for Cu-
IDS as compared to proposed protocol. As the number of attacker nodes grows, the E2D climbs, as seen by
the results.

a
o

o

350

300
® 250
<
£ 200
= m Cu-IDS
>
£ ® FF-IDS
S 150 -
S) = Proposed Protocol
i= 100

2 4 6 8 10

Number of Attacker Nodes

Figure 9: Throughput (in presence of Hybrid Attack)-Scenario 2

According to the findings, when the number of attacker nodes increases, the network’s throughput decreases,
suggesting that attackers have an effect on performance. The findings also show that the suggested protocols
are less vulnerable to assaults and outperform Cu-IDS and FF-IDS when it comes to hybrid attacks. FF-IDS
and Cu-1DS had average improvement rates of 12.8 percent and 21.3 percent, respectively.
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Figure 10: Packet Loss Ratio (in presence of Hybrid Attack)-Scenario 2

When there are various numbers of attacker nodes, the proposed protocol has a lower packet loss ratio than
both Cu-IDS and FF-IDS. According to the results, the PLR from FF-IDS and Cu-IDS is decreased by 34%
and 41%, respectively, which is a significant reduction that improves Network performance.

Conclusion and Future Scope

This proposed Protocol is designed to handle the Hybrid attacks in different scenarios. The proposed protocol
used the effectiveness of the most standard optimization techniques, namely, Cuckoo Search and Firefly,
along with the generosity of the Intrusion Detection System. To simulate this protocol, an NS-2 simulator is
used. In this approach, the absorption coefficient is selected from the different values based on parameter
analysis. The simulation is done in the presence of 50 nodes. The proposed protocol's performance is
compared with the existing Cu-IDS and FF-IDS by varying number of attacker nodes in the same scenario.

The proposed protocol outperforms Cu-1DS and FF-IDS in the Hybrid attack scenario, with the greatest PDR,
throughput, and least E2D, and PLR, as indicated in the table below.
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Table 5: Performance comparison of Cu-IDS and FF-1DS and Proposed Protocol

Performance Protocols Number of Attacker Nodes
Parameter 5 2 5 5 0

PDR Cu-IDS 88.76 82.83 73.45 67.84 63.82
FF-IDS 90.82 84.18 78.06 72.04 65.47
Proposed Protocol 94.74 91.41 83.98 79.92 77.81
E2D Cu-IDS 0.086 0.091 0.099 0.108 0.114
FF-1DS 0.091 0.099 0.103 0.111 | 0.119
Proposed Protocol 0.079 0.083 0.089 0.093 0.098
Throughput Cu-IDS 119.93 102.81 89.23 74.83 71.81
FF-IDS 130.28 112.74 94.38 87.92 83.04
Proposed Protocol 154.27 128.47 107.97 98.37 94.36
PLR Cu-IDS 11.24 17.17 26.55 32.16 36.18
FF-IDS 9.18 15.82 21.94 27.96 34.53
Proposed Protocol 5.26 8.59 16.02 20.08 22.19

Overall, the performance of the proposed protocol is on the top in all aspects, and it is concluded that this
approach is the conqueror even in the existence of Hybrid attacks. The performance of the proposed protocol
is quite effective.
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