DOI : https://doi.org/10.56452/7-3-104

ISSN: 0974-5823 ol. 7 No. 3 March, 2022

International Journal of Mechanical Engineering

Investigating the Effects of Electromagnetic
Interference on Radio Frequency
Identification Systems

Akash Chauhan
Asst. Professor, Department of Comp. Sc. & Info. Tech., Graphic Era Hill University,
Dehradun, Uttarakhand India 248002

Abstract

Radio frequency identification (RFID) technology has been increasingly adopted in various industries
due to its ability to improve supply chain management, inventory tracking, and asset management.
However, RFID systems are susceptible to electromagnetic interference (EMI), which can cause
communication errors, signal degradation, and ultimately impact their reliability and effectiveness.
This paper investigates the effects of EMI on RFID systems and proposes possible solutions to mitigate
its impact. The research methodology involves a comprehensive literature review, experimental
analysis, and simulation studies. This research contributes to the understanding of the impact of EMI
on RFID systems and proposes solutions to mitigate its effects. The research findings can help RFID
system designers and users to develop more reliable and robust systems that can withstand EMI in
various environments. Simulation studies are conducted using electromagnetic simulation software to
investigate the behavior of EMI on RFID systems. The simulation studies include modeling the RFID
system and the EMI source, analyzing the system's response to different EMI levels and frequencies,
and proposing mitigation techniques to improve system performance.

Introduction

Radio Frequency ldentification (RFID) is a wireless communication technology that uses
electromagnetic fields to automatically identify and track tags attached to objects. RFID systems consist
of three main components: tags, readers, and a backend system. The tag contains a unique identifier and
can be either passive or active. The reader sends a signal to the tag, which responds with its identifier.
The backend system processes this information and uses it for various applications such as inventory
management, supply chain management, and asset tracking. One of the challenges faced by RFID
systems is electromagnetic interference (EMI). EMI refers to the disruption of the normal operation of
electronic devices caused by electromagnetic radiation. EMI can be caused by a variety of sources such
as power lines, motors, and other electronic devices. It can also be caused by intentional jamming,
which is the deliberate attempt to disrupt the normal operation of a communication system.

The effects of EMI on RFID systems can be significant. EMI can cause tag reads to fail or be
delayed, resulting in inaccurate data. This can lead to problems such as incorrect inventory counts and
misplaced items. EMI can also reduce the range of the RFID system, making it difficult to read tags
from a distance. This can be a problem in large facilities such as warehouses and distribution centers.
There have been several studies conducted to investigate the effects of EMI on RFID systems. These
studies have looked at the impact of different types of EMI on RFID systems and have suggested ways
to mitigate the effects of EMI. This paper will review the literature on the effects of EMI on RFID
systems and discuss the various approaches that have been proposed to address this issue.
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Several studies have been conducted to investigate the effects of EMI on RFID systems. These studies
have focused on different aspects of EMI such as its source, frequency, and intensity. Some of the key
findings from these studies are discussed below.

Source of EMI

The source of EMI can have a significant impact on RFID systems. EMI can be generated by a variety
of sources such as power lines, motors, and other electronic devices. One study conducted by Liu et al.
(2011) looked at the impact of different sources of EMI on RFID systems. The study found that the
EMI generated by power lines had the greatest impact on RFID systems. This is because power lines
generate EMI with a broad frequency range, which can interfere with the RFID system's frequency
band.

Frequency of EMI

The frequency of EMI can also have a significant impact on RFID systems. RFID systems operate in
different frequency bands such as low-frequency (LF), high-frequency (HF), and ultra-high frequency
(UHF). EMI can interfere with these frequency bands and cause disruptions in RFID tag reads. One
study conducted by Wang et al. (2011) looked at the impact of EMI on HF RFID systems. The study
found that EMI in the HF range had the greatest impact on RFID systems. This is because HF RFID
systems operate in a narrow frequency band, which makes them more susceptible to EMI.

Intensity of EMI

The intensity of EMI can also have a significant impact on RFID systems. The intensity of EMI is
measured in decibels (dB). The higher the dB value, the more intense the EMI. One study conducted
by Park et al. (2013) looked at the impact of EMI intensity on RFID systems. The study found that the
higher the intensity of EMI, the greater the impact on RFID systems. This is because high-intensity
EMI can overload the RFID system's receiver, causing it to fail.

Literature Survey

Radio Frequency Identification (RFID) is a wireless technology that uses radio waves for the
identification of objects or people. It has many applications including supply chain management,
inventory control, and access control. However, RFID systems can be susceptible to electromagnetic
interference (EMI), which can cause errors and disrupt the performance of the system. This literature
review aims to investigate the effects of EMI on RFID systems by examining relevant papers published
between 2010 and 2017.

This study investigates the effects of EMI on RFID systems by examining the changes in the
signal-to-noise ratio (SNR) of the RFID system under different EMI scenarios. The results show that
EMI can significantly degrade the performance of the RFID system, and the degree of degradation
depends on the frequency and amplitude of the interfering signal.[1]

This paper studies the effects of EMI on RFID systems in metallic environments, which can
significantly affect the performance of RFID systems. The results show that the amplitude of the
interfering signal is the main factor that affects the performance of the RFID system.[2]

This study investigates the effects of EMI on RFID systems by conducting experiments under
different EMI scenarios. The results show that EMI can cause a significant increase in the bit error rate
(BER) of the RFID system, and the performance degradation depends on the frequency and amplitude
of the interfering signal.[3]

This paper investigates the effects of EMI on ultra-high frequency (UHF) RFID systems, which
are commonly used in supply chain management. The results show that EMI can cause a significant
decrease in the read range and read rate of the RFID system, and the performance degradation depends
on the frequency and amplitude of the interfering signal.[4]
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This study investigates the effects of EMI on RFID systems in the presence of metallic objects,
which can cause additional reflections and diffraction of the signal. The results show that EMI can cause
a significant decrease in the read range and read rate of the RFID system, and the performance
degradation depends on the frequency and amplitude of the interfering signal.[5]

This paper investigates the effects of EMI on RFID systems in the presence of multiple
interfering signals, which can cause complex interference patterns. The results show that EMI can cause
a significant decrease in the read range and read rate of the RFID system, and the performance
degradation depends on the frequency and amplitude of the interfering signals.[6]

This study investigates the effects of EMI on UHF RFID systems in metal environments, which
can cause additional reflections and diffraction of the signal. The results show that EMI.[7]

The effects of electromagnetic interference (EMI) on radio frequency identification (RFID)
systems. The authors conducted experiments to measure the impact of EMI on the performance of RFID
systems operating at different frequencies. The results showed that EMI can significantly affect the
performance of RFID systems, and that higher frequency RFID systems are more susceptible to EMI
than lower frequency systems.[8]

The proposes a technique for suppressing interference in RFID systems by using frequency
diversity. The authors suggest using multiple frequencies for RFID communication to reduce the impact
of interference on the system. They also present simulation results to show the effectiveness of their
proposed technique. Overall, the article presents a promising approach to mitigate the effects of
interference on RFID systems.[9]

The article by Benkouda et al. (2011) investigates the impact of multiple interfering signals on
the performance of UHF RFID systems. The authors conducted experiments using a commercial UHF
RFID system and found that the presence of multiple interfering signals can significantly degrade the
performance of the RFID system. They proposed a new algorithm to mitigate the impact of interference,
which showed promising results.[10]

The article by Zilic et al. (2012) examines the impact of EMI on RFID systems. The authors
conducted experiments using an RFID system and an EMI source and measured the impact of EMI on
the read range and read reliability of the RFID system. They found that EMI can cause significant
degradation in the performance of RFID systems, especially at higher frequencies. They also proposed
some mitigation techniques, such as using shielded RFID tags and optimizing the placement of the
RFID reader and tags.[11]

The first article, by Kraszewski and Szymczak (2013), presents experimental results showing
that EMI can significantly degrade the performance of UHF RFID systems. The authors found that even
relatively weak EMI sources, such as mobile phones and fluorescent lights, can cause significant
interference with RFID readers and tags. They also found that the type of interference varies depending
on the frequency and intensity of the EMI source, as well as the distance between the source and the
RFID system.[12]

The article, by Diamantopoulou and Karapantelakis (2014), investigates the effects of EMI on
UHF RFID systems in more detail. The authors used computer simulations to analyze the impact of
various types of EMI sources on RFID performance, and found that the most significant sources of
interference were other wireless communication systems operating in the same frequency band. They
also found that shielding and filtering techniques can be effective in mitigating the effects of EMI on
RFID systems.[13]

In these article, Igbal, Khan, and Wadaan (2014) analyze the effects of EMI on UHF RFID
systems by conducting experiments and simulations. The authors investigate the impact of various types
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of EMI sources, such as radio transmitters and fluorescent lamps, on the performance of RFID systems.
They also evaluate the effectiveness of different shielding methods to mitigate EMI effects.[14]

In the article, Haidar, Mansour, and Al Naboulsi (2015) use a MATLAB model to study the
impact of EMI on UHF RFID readers. The authors simulate the behavior of an RFID reader under the
influence of different types of EMI sources, such as mobile phones and microwave ovens. They also
investigate the effect of EMI on the range and accuracy of RFID systems.[15]

Proposed System

Radio Frequency ldentification (RFID) systems are used extensively in many industries for tracking
inventory, assets, and personnel. These systems use radio waves to communicate between the RFID
reader and the tag attached to the object or person being tracked. However, electromagnetic interference
(EMI) can affect the performance of RFID systems, resulting in decreased accuracy and reliability. This
proposed system aims to investigate the effects of EMI on RFID systems and develop strategies to
mitigate the effects of EMI.
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Fig.1: General architecture of Radio-frequency Identification (RFID) systems. | Download Scientific
Diagram

RFID systems consist of two main components: the RFID reader and the RFID tag. The reader
emits a radio frequency signal that is received by the tag, which responds with its unique identifier. The
tag's response is then read by the reader, and the information is sent to a computer system for processing.
RFID systems are used in a variety of applications, including supply chain management, asset tracking,
and access control.

EMI is a phenomenon that occurs when electromagnetic waves interfere with the operation of
electronic equipment. EMI can be caused by a variety of sources, including other electronic equipment,
power lines, and wireless communication systems. EMI can affect the performance of RFID systems
by disrupting the radio signals used for communication between the reader and the tag. This can result
in decreased accuracy and reliability of the RFID system.

What is Electromagnetic Interference?

Electromagnetic interference (EMI) is the disruption of the normal operation of an electronic
device caused by electromagnetic waves. EMI can be caused by a variety of sources, including power
lines, motors, and other electronic devices. EMI can impact the performance of RFID systems by
interfering with the communication between the RFID reader and the RFID tag.
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Effects of EMI on RFID Systems

The effects of EMI on RFID systems can vary depending on the strength and frequency of the
interfering signals. Some of the common effects of EMI on RFID systems include:

Reduced Read Range: EMI can reduce the read range of RFID systems, making it difficult for
the reader to detect the tag. This can result in missed reads and inaccurate inventory counts.

Data Loss: EMI can cause data loss in RFID systems, leading to incomplete or incorrect
information being transmitted between the reader and the tag. This can result in operational issues and
inaccurate data.

Misreads: EMI can cause misreads in RFID systems, leading to incorrect information being
transmitted between the reader and the tag. This can result in operational issues and inaccurate data.

Interference with Other Devices: EMI can interfere with other electronic devices, such as
wireless networks, causing further operational issues and system downtime.

Architecture to Mitigate EMI in RFID Systems

To mitigate the effects of EMI on RFID systems, a number of architecture strategies can be
employed. These include:

Shielding: Shielding can be used to protect RFID systems from external electromagnetic waves.
This can be done by using shielded cables and enclosures to protect the reader and tag from EMI.

Filtering: Filtering can be used to remove unwanted frequencies from the RFID system. This
can be done by using bandpass filters to limit the frequencies that the system is sensitive to.

Grounding: Grounding can be used to reduce the effects of EMI on RFID systems. This can be
done by ensuring that the reader and tag are grounded to a common point, which can reduce the potential
for interference.

Antenna Design: Antenna design can impact the performance of RFID systems in the presence
of EMI. Antennas can be designed to have high gain and directionality, which can improve the system's
ability to reject unwanted signals.

Frequency Hopping: Frequency hopping can be used to mitigate the effects of EMI on RFID
systems. This can be done by having the reader and tag switch between different frequencies, which
can reduce the impact of EMI on the system.

The proposed system aims to investigate the effects of EMI on RFID systems and develop
strategies to mitigate the effects of EMI. The system will consist of the following components:

RFID System Setup

The RFID system setup will consist of an RFID reader, RFID tags, and a computer system for
processing the data collected by the RFID system. The RFID reader will be configured to emit a radio
frequency signal at a specific frequency, and the RFID tags will be programmed to respond to that
frequency.

EMI Generation

The EMI generation component will consist of equipment that can generate electromagnetic waves at
different frequencies and power levels. The EMI generation equipment will be used to simulate the
effects of EMI on the RFID system.

Data Collection

The data collection component will consist of software that can collect and analyze the data generated
by the RFID system. The software will be used to collect data on the performance of the RFID system
in the presence of EMI.

Data Analysis

The data analysis component will consist of software that can analyze the data collected by the data
collection component. The data analysis software will be used to identify patterns and trends in the data,
and to develop strategies for mitigating the effects of EMI on the RFID system.
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Mitigation Strategies

The mitigation strategies component will consist of a set of strategies that can be used to mitigate the
effects of EMI on the RFID system. The mitigation strategies will be developed based on the analysis
of the data collected by the data analysis component.

Methodology
The proposed system will be implemented using the following methodology:

System Setup

The RFID system will be set up in a controlled environment, with the RFID reader and RFID tags
placed in a fixed position. The computer system for processing the data collected by the RFID system
will be connected to the RFID reader.

EMI Generation

The EMI generation equipment will be used to simulate the effects of EMI on the RFID system. The
EMI generation equipment will be placed at different distances from the RFID system, and at different
frequencies and power levels.

Data Collection

The data collection software will be used to collect data on the performance of the RFID system in the
presence of EMI. The data collection software will collect data on the accuracy and reliability of the
RFID system, as well as any errors or disruptions in the communication between the RFID reader and
the tags.

Data Analysis
The data analysis software will be used to analyse the data collected by the data collection.
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